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Dr. Stefan Liuders (CERN Computer Security Officer) @
ICALEPCS, Kobe (Japan), October 12th 2009 A




“CS2/HEP Workshop Summary” — Dr. Stefan Liiders — ICALEPCS — October 12" 2009

Security is as good as the weakest link:

» Attacker choosesthe time, place, method

» Defender needs to protect against all possible attacks
(currently known, and those yet to be discovered)

Security is a system property (nhot a feature)
Security is a permanent process (not a product)

Security is difficult to achieve, and only to 100%-¢
» YOU define £ as user, developer, system expert, admin, project manager




“CS2/HEP Workshop Summary” — Dr. Stefan Liders — ICALEPCS — October 12t" 2009

i et WFe)Ess
@ " orace  [niims/TBR0P6E Telnst

redhat desktop PCs WAaAGoO
el i P OO e NEITH
R wa® e, N DeskiopECsisN'aptons:

rd . S LINE
iynxo2 Schneider BECKHOFF] o Croy
SUNILMU® ﬁElE*“-t”’:“ = QEPENT @
i | - Ao T T

e BYSSD WINIRSAEINAIIS
Gyl avatiMINCO riia™
gracleNabyiews
2 S HareNCCouNMSRPassoras




“CS2/HEP Workshop Summary” — Dr. Stefan Liders — ICALEPCS — October 12t" 2009

S el relEss
& e . pORACLE ot husYICPIOPCIRYeInet:

:'E.'f.'huaf Qeaktcmp PCs 5I EM EN Wgﬂﬂ

GIILE WerkdFi Pyl gommonpfthelshelii]
S oidronie " Semosot DESINDDPESE LaDiops
Mot poose s UUDDAIOWIS & LD
_ AIR LIQUIDE 1] &
it e, ¥ I 2, Einandls
' (6%, Jaua, ML, Corha-.
gracieffahuiew™

& RSTIATeIACCOUNTSRPASSWOLS

HHHHHHHHH

INSTRUMENTS ™p— " L
Ll

.Ju
s NVizcon R
. &




o U Vulnerabilities are Proven Fact !

Achievements and findings

Force the Vendors on B

“Problems to Overcome™ — Dr. Stefan Luders — CS2/HEP Workshop — Oticbai

- Manufacturers and vendors are part of the solution !
> Security demands must be included into orders and call for tenders

Cyber Security P t .
“Procurement Language” document T Control systems

Version 1.6
> “... collective buying power to help ensure
ariwor: Gary Finon, Kathiens Liw, Grg Milier, Jeftrey

that security is integrated into Cortrton:Dec Copsom Edward G D
SCADA systems.”

Jree JUT

However:
» This will increase the visible costs Mo i v
» Who takes the responsibility 7

' Manufacturers not always prepared
to handle such demands

» \What if no vendor will/can deliver 7
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Can you allow for loss of
» functionality

» control or safety

» efficiency & beam time
» hardware or data

3[:|| Richard Kﬂman

AM ZDNet Government vias Mabils HSS Email Alerts BHig®;
Pick a blog category m

B September 12th, 2008

"""" ar:*hew deface LHC s1te came

: @elegmph co.uk B
: Home | Taws | Soort | Bushesss | Troval | Jobs | Motoreg: | Telsgraph T¥ A re yD u p re pa re d tD
- — o take full responsibility?

.5:' Hackers infiltrate Large Hadron Collide
- qvq’remq r-md mnrk [T security

# TIMES

hiale-l COMAMENT BUSINESS MONEY SPORT LIFEESTYLE TRAYEL DRIVING

Earth watch

« Accueil « In

How long does it take you

to reinstall your system, @
If requested right now 7

« Patrimoine -

UK HEWE WORLD HEWS POLIMICS ENVIRONMENT 'WEATHER TECH & WEB TIRES OHLI

e Mas Schence Mews

Rechercher un arty Eram The Times

| e site dul Hackers break into CERN computer - to
show up its ‘schoolkid’ security

e R - - T




ek | e Bottom-up vs. Top-down
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Lab Policy

Cyber Security Standards

N

Discussion Topics (2/5)
"CE2/HEP Workshop” — Dr. Stefan Liiders — CS2HEP Workihop — October 11% 200
How to obtain sincere commitment /resources/money ?
» \Which approaches do work ? Top-down or bottom-up ?
> How to obtain management buy-in 7 How did you /your team 7

d change of developers/expe

How to balancel/prioritize between:
Efficiency — Safety — Security
Operation/Production — Academic Freedom — Securj
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Hardeneverydevice
-uenoscilloscones

“Problems 1o Overcome™ — Dr. Stefan Luders — CEAHEP Workshop — October 11™ 2009

2. Remote Access/Control using MS Terminal Server and iFix
iClient -2

Ensure prompt security updates:
> Pass flexibility and responsibility to the experts

]
» [hey decide when to install what on which control PC P al E h [I an“me

> Integrate resilience to rebooting PCs
» NOT patching is NOT an option

e Al doning

However:
» Under pressure priorities are different

> Many sensitive systems which need proper |
maintenance schedule — rare now |
» Oscilloscopes might be patched,
AOWSIUYINGme!

but lack proper procedures issued by the corresponding vendor...
» “Cry Wolf": more downtime due to patching than due to attacks...
» Lack of test & connection procedures of 3' party PCs




Strengthen (Remote) Access !
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External Access Production
- Login & Badge Security

Wireless Security

* Wireless available to controls engineering staff
« WPAZ2 protocol utilizing AES
* Two-factor authentication with RSA SecurlD

BROOKHR
15 N St sdendt




Wi hag ./ B
L T
I o= B -
i “CS2/HEP Workshop Summary” — Dr. Stefan Liders — ICALEPCS — October 12t" 2009

safety—Efficiency— Secunity
NMake security priorityz31!!

(0N BIBSEaIBNLt
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| would like to thank all presenters and participants,
making this workshop such a success.
» Special thanks go to the local organization committee for the arrangements !
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