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Alarm System Components

Configuration

Cool Ul
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| Alarm Server | Control System

This talk: Alarm System Technology

Seealso:
"Alarms Philosophy”, Karen White (this conference)

B. Hollifield, E. Habibi, "Alarm Management: Seven Effective
Methods for Optimum Performance”, ISA, 2007




Previous Attempts at SNS, Inspiration

EPICS “ALH”, Generated soft-lOCs and EDM screens

— Old technology

— Static Ul layout

— N clicks to see (some of the) active alarms

— Configuration changes were hard (so config. was left in bad shape)

DESY Alarm System

Matthias Clausen, " Alarm Management System®, PCaPAC, Oct 2008, Slovenia
and “Managing Alarms ... the CSS Way’, this conference

v Modern technology, linked into Control System Studio
— Different infrastructure: LDAP vs. RDB »
— Howdoes a PV turninto an alarm? B

|deas from “Alarm Management: ...” book
o Need multiple views of alarms
o Alarms must have guidance, links to related displays

o Need tools to monitor alarm rate, stale alarmes, ...
to continually improve configuration



New End-User View: Alarm Table

Acknowledge one or multiple alarms

— Select by PV or description

Sort by column — BNLIRHIC type un-ack
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Another View: Alarm Tree

See complete configuration
— Active, ack’ed, inactive, disabled

Hierarchical

— Optionally only show

active alarms

— Ack’/Un-ack’ PVs or sub-tree

Users choose to display
table and/or tree
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Guidance, Related Displays

s, Alarm Tree 3] Propertes| =8
@ 35 AL
i B Area: BeamPermit (0K /OK /OK) - Yava Check t fac p
i - ! L b i e b - o _-_..__F.u'“l_
v i System: Cooling_Tower (OK/OK FOK) | I Look at tower water pump scréen. Three pumps should be running. If not, attempt

B Syvstemy: Cooling Tower Fans (0K JOK /OK) - to turn on via operator screen. |f that fails, turn them on manually at CUR.
B System: Coofing Tower_Pumps (0K FOK fOK)
@ PV: CF_CU:TWRZ_TW_Trouble:Sts (0K /OK/0K)

[ O |

! @ PV: CF_CU:TWR_FT4017:Fiw (OK
@ PV: CF_CU:TWR_TT4016:T (OK/

*i Look at Cooling Tower Overview,.
Check tower water pump

B A CF CUTWR_TT40L7:T (DK
@ PV: CF_ CU:TWR_TT4018:T (OK

4 CF Overview
“ Cooling Tower Overview Screen

4 Cooling Tower Water Pumps Scre... E Vi ew G“idance Texlts

ki
» @ System: Potable_Warter_Tank (OK/OK
» @ System: Site_Power_Other UPS (OK/Q ™ T“"'."E" "'T“m Pump Screen
@ Area: Diagnostics (OK/OK /OK) / Rationalization .
@ Area: HP_Mod_Smoke (OK/OK/OK) | M Startrelated displays (EDM)
» @ Area: HP_Mod_V_Mon (OK/OK/OK)
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CSS Integration: Alarm = Data Browser

1.
2

Context menu: Alarm Duration, Guidance, Displays, ...

Select Data Browser for PY in alarm

3. View history, annotate
'I_EA.II.-‘meRH Dw% < Uil |k *<not saved> L’:‘i =0
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» i Area HEET {MAJN lior-ack' ed JLOLD ALARM RFQ WacPump5:Pressure Demo purmg S 200003717 1645808 HIGH_ALARM 5.0
» @ Area: RID (0K, 0K 0K RFO_VacPump4 Pressure Demo pumg 4 2009/03/17 16:48:08 HIGH_ALARM 5.0
» @ Area Ring (OK /O /O] RFG Vac Pumpd:Fressure Dwemo pump 3 2005/03/17 16:48:08 HIGH_ALARM 5.0
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Data Browser & Electronic Logbook

After inspecting alarm PV’s

history, post commented plot to
E-Log

| Create electronic logbook entry

Enter user, password, maybe edit text.
Snapshot of current plot will be attached.

User name: Fred

Password: TIIIIIIL

Logbook: | Electrical Systems

) (D) (D (D () (B ) (

> ) (oo ) (oo (o) (M) (]

Title: Data Browser Snapshot

MEET_CHOR.PS_ 2% [kV]
00 2 04 06 08 10 1.2 14 16 18 20 22 24 26 2.8 3.0 3.2
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EZ Hide Button Bar
H Remove all Markers

X Remove selected Markers
& Update Marker Text Ty

1 Add PY
r Add Farmula

k= Config View

= Archive View
k- Sample View
15 Expoart View

|+, Waveform View

B Save snapshot..
&= Print ...

Previows drop:
20060315 OF:06:00

Text:

Just got another chopper trip.
This time was different, though,

-

k- Data Browser Perspective

ather hickup

because we did this and not that,
while before we tried that and not this.

Called Jim who suggested to wiggle
the blue cable before resetting

Attached image was created by Data Browser

1
Attached Image...

T

|
2009/03/15
00:00

1
2009/03/16
00:00

( Cancel ) (0K )

YT &

00-00




Directly from Alarm to E-Log

| Alarm Table '
Current Alarms
L Descrigtion Time
CF_ELDNS AT06R R Chibcic pelishirg T T T e
HEBHRAT - e - 301:33:32
i Check polishing loop resistivi,..
§9CF Orvervidw
B Klystran Callery Ohverview

& Loghoaok....

» “Logbook™
from context menu
creates text w/
basic info about
selected alarms.
Edit, submit.

800 Logbook Entry

Create electronic loghook entry

Enter name, password, maybe edit the alarm information

| User name: joe

Password: ssssssssssssss
Logbook: | Operations i
I Title: Current ;;Farrns
Text:
Received this alarm while turning the puple thingy on. -~
Fixed it by turning the second valve from the left
three clicks clockwise.
Check polishing loop resistivity for KL4
PV: CF_KL:DIWS_AIT43068:Rs
Time: 2009/04/15 15:50:58.735057000 (Duration 01:14:23)
Severity/Message: MINOR/HICH_ALARM W
Value: 2.5 o
;Current Severity: OK s
! 3 3
F -
( Cancel ) OK )




Online Configuration Changes
.. may require Authentication/Authorization (LDAP)

VILog infout while CSS is running

Linagins
Login |
input username and password I
User name:  Fred
Passwoard: sssssssmsss n B' s -'Il
=I LOagin AT ARSI —J | h :1' .! - - : *'._ | 3- u
=1 HlAlarm Ef Display Development =D iiilALarm! B Display Development ke Data Browser
|M!| @ ¥ - : DS~ 1| =20
» @ Area: lonSource (OK/OK JOK) anes — 8 Area: Timing (OK/OK/OK) '
» @ Area: LEBT (OK/OK/OK) » B Area: Tunnels (OK/OK/OK)
3 = B Area: Water_Pump (OF O8O
> Bk nnickon u &bl
A 4 tem: el » @ Area: LEBT (OK/OK /OK)
| I -I
@ PV: RFQ_Vac:C E" RFQ Vacuum Screen v @ Area; RFQ (0K /0K /OK) -
3 ! = guidance_rationale v @ System: RFQ_Vac (OK/Q¥ "~
@ PV:RFQ_VacG 9 l @ PV REGVac.CV._14 % RFQ Vacuum Screen
PV: RFQ _Vac.C | iy s . :
= . | @ Pv. RFQVacGv_18 B guidance_rationale
@ PV: RFQ Vac.C ! @ PV RFQLVacGV_ 23 f
@ PV: RFQ_Vac:G @ PV RFQ VacCV 34 ¢ Configure ltem
@ PV: RFQ_Vac:G LR BLE R . 444 Component

@ PV: RFQ VacGV_4:
@ M RFEQ_LLRF:ResCrril:l
= @ Area: MEBT (DK Ok 0K

2 Rename ltem
11 Move item
¥ Remove selected ltems

& PV: RFQ_LLRF:ResC

» @ Area: DTL ( » @ Area: DTL (OK/OK/OK)

» @ Area: 1%l Alarm Perspective :":":”"“ ] 'l Alarm Perspective
_ s

» @ Areay/SCL (OK/OK/OK) S nme

» @ Arch HEBT (MAIOR /maigr-ack'ed 1010 Al ARM

i Not logged in




Configure PV

 Again online

Item: Annunciator /RFQ/RFG_LLRF:ResCrril:ResErr_Awvg ?ﬁ
Configure guidance, related displays, ... Lﬁ’;’?

;.lr.
x
* Especially useful
Description Elevatad R F £ r
for operators to N
p Alarm Count [wathin delayl: |
x
update guidance 2t il
p g Enabling Filter

and related
Thale Dera
Chack and fix resonande ermor Check LLAF measurement of cavity résidency error.

screens. cAdd> <Ade>
i:. - =

Displays: RO Edit Row Data
T IF. |_-I"-"' :-|: : gl . S .
RFQ LLRE Srartedm =m S=RFOLN=1.Tha Title: Check and fix resonance error
RFCG Chill riedm Cond : =
e . iy Details: {rpack LLRF measurement of cavity resonance

Rationalization hitps: | fics-web. sns.orml.govis iy
<Add> <Add> {Try to reduce errar by adjusting LLRF pulse

{width as per the Daily Order,

Commands:
Tithe Command |
SAdex s ( Cancel ) £ 0

v @ Area: RFQ (OK /OK/OK)

I“

v @ System: RFQ_Vac {GKIG‘“"‘:" m] ' FW
@ PV: RFQ Vac:GV_14 i RFQ Vacuum Screen
® PV: RFQ_Vac:Gv_18 - guidance_rationale
@ PV: RFQ_VacGv_2:!

7 ID: 621 Last configured: 2009/04/14 16:46:17
@ PV: RFQ_ VacGv 34 * Configure ltem



Technical View

[ FECS/IOCs JJ

I, PV Undates (ChannelAccess, )

| Alarm Server
Current Alarms: Latched? Annunciated? Acknowledged?
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Alarm Server Options

 Latch highest severity, require acknowledgement?

 Annunciate?
« Chatterfilter

e Alarm only if severity persists some minimum time
e ..oralarm happens >=N times within period

» Optional formula-based alarm enablement:
— Enableif “(pv.x>3 && pv.y<7) || pv_z==1"
— ... butwe prefer to move that logicinto I0C

» “Maintenance Mode”: Invalid PVs don’t annunciate, automatically
acknowledged



Logging

- ..Into generic CSS log also used for error/warn/info/debug

messdages

« Alarm Server: State transitions, Annunciations

» Alarm GUI: Ack/Un-Ack requests, Config changes

» Generic Message History Viewer
— Example w/ Filter on TEXT=CONFIG

|| | Message History =2 | |
Start; 2009/04/14 00:00:00.000 End; 2009/04/15 00:00:00.000 " Times ) [ Filter )
SEQ  TIME TEXT MAME USER | HOST
1 2009/04 714 16:59:03.126  CONFIG Annunciator /CF Ehystron_Gallery_Temp fCF_KL:DAYS_AIT43068:Rs c2y iCs=0pi=ccr0S
] 2000/04714 16:58:00.060 COMNFRG Annunciator (CF fKhystron_GCallery_Temp /CF_KL:DMWS_AT43068:Rs c2y ics-opi-corQ |
3 2009/04714 16:55:20.542 CONFIG Annunciator /OF /Kiystron_Gallery_Temp FCF_KL:DIWS_AIT4 306B8:Rs ciy ics=opi=ccr09 :
& 20089/04714 16:52:51.416 CONFIG Annunciator (CF Khystron_Callery_Temp /CF_KL:DMWS_MT4306B:Rs c2y ics=opi-ccrds |
5 2009/04/14 16:46:17.430 CONFIG Annunciator [RFQ/RFQ_LLRFResCirll ResErr_Avg 3d ics-opi-ccrdd {
i 2009/04714 16:20:05.965% | COMNFIL AnnunciatorBeamPermit/MPs FPL fault/iCS_MPS:FPL_MEBT _BSFPL_MEBT_BS chan_stams cdy iCS=0pi=cerd9 4/
F 2009/0&4 714 16:05:51.689 COMNFIG Annunciator (BeamPermit/MP5 FPL fauit/iC5_MPS:FPL_MEBT B5:FPL_MEBT_B5 chan_status cdy ics-opi-ccrDS
& 2009/04714 15:44:43.756 | CONFIG Annunciator /BeamPermit/MPS FPL fault/iCS_MP5:FPL_CCL_B5:FPL_MEBT_BS chan_status c2y ics-opi-ccrd9
9 2009/04714 14:50:26.742 | COMNFIG Annunciator IMPS/ICS_MPSPLC _Suml c2y ics=opi=-cer0S
10 2009/04714 14:41:07.756 | CONFIC Annunciator /RTET/RTET _Cooling/CF_RSDIWS_AIT4B00B. Rs cdy ics-opl-cor(S
11 2009/04714 14:41:00.373 CONFIG Annunciator /RTET /RTBT _Cooling/CF_R3DMWS_AIT4E00ARS c2y ics=opi=cer09
12 200904714 14:39:49.689 COMFIG Annunciator (Ring/Ring_Cooling /CF_RN:DIWS_AT4601B8:R% c2y ics=opi-cerS
13 200%/04714 14:39:42.678 | COMNFIG Annunciator /Ring/fRing_Cooling /CF_RN.DIWS_AIT460 1A RS 2y ics-opl-cocr0S9 -
a a/l4 &.414 iator IRing R ing/ 4600B:Rs £2v |:5-un|-c:rD_ﬂ; . .




Fﬂ @Rt

=== [ | ]
| Tolect fifter criferia ‘
ogging: et iimeliine Pk R

Propenty: | MAME ] Matching Value: [RSCLHPRF Mod 15V Mok |
> < MDD

. Property: | (no fiter) 18] Matching Value: |
Filter on TY@V PV. _——— i — :

Property. | (no filter) 18] Matching Value:

e - AND L, |

Start: .EDE‘Q!UMIE 07:00 End: 2009/04/12 20:31 Property: | ind filter) 18] Matching Value |
Walue patterns suppom 0L wildcards ‘%, " '
FTIMES ] TYPE | TEXT SEVERITY USER
009704712 UBI31.38.020 talk  MAJUH alarm. mps fault 0 EElE ( Cancel ) F_—hrﬁ
2009/04/12 08:31:29.292 talk ) MAJOR alarm: Check SCL 15 Modulator voltage MAJOR alarms . S
Fw.ﬁn.ﬂg 30 F aaits | . = i ; | [PNRR rT —"— PP .-a?::.-.:. (/
. rorid
6.All OK
Start; -5 day End: now ( Times ) [ Filter )
TIME DELTA TYPE TEXT MAME STATUS SEVERITY | CLIRRENT_SEVERITY ' USER APPLL, ON=ID  HOST
2009/04/12 20:30:29.522 00:00:00.039 alarm STATE SCL_ HPRF:Modl5:V Mon OK oK oK alarms AlarmServer lcs-srv-5(-
2009/04/12 20:30:29.483 08:16:59 alarm ACK  SCL_HPRF:Modl5:V_Mon accl-oper C55 ics-upi-:\w
2009/04/12 12:13:30.319 |00:01:42 alarm STATE L_HPRF:Mod15:V_Mon  LOW_ALARM oK alarmse AlarmSarver  iCS-srv—5c
2009/04/12 12:11:47.332 |01:0Q3:08 alarm |STATE HPRF:Mod15:V_Mon  LOW_ALARM 4. Problem fixed cs-srv-s
2009/04/12 11:08:38.729 |00:Q2:06 alarm STATF SC1 HPREMnA 15V Mnn LOW_ALARM CS-5Mv-5L
2009/04/12 11:06:32.713 oz:31:01  ala D, Ack’ed by operator » Low_aLaRM alarms  AlarmServer | ics-srv-st
2009/04/12 0B:35:31.364 00:04:02 alaim (STALE (ShlnPalMealis. v Mon  |LOW ALARM alarms Alarmberver lcs-5rv-5e
2009/04/12 08:31:29.283 l]l:l‘:;:!ﬂ alarm STATE SCL_HPRF:Modl15:V_Mon  LOW_ALARM alarms MarmServer Ics-srv=-se;
2009/04/12 07:16:09.109 00:00:00.014 alarm STATE SCL_HPRF:Modl5:V_Mon OK alarms AlarmServer ICS-5rv-5. .
& I o i
r L
3.Alarm Server \ 1. PV triggers,
latches alarm

triggers again



Statistics based on CURRENT SEVERITY:

Alarms duration frequency (hhzmmzss)
G LS50 5000 7800 10,000

Numerous Web Reports

Pattern: %, 17-Mar-2009 00:00 for 0 days 24 hours (=) <=00:05'37 |8 Within selected time period:
Cunvalative % so111e B atstart: |11
] L1 1% M 2 30 3 40 4% %0 &Y o0 1£51 at end: O
i 37117
¥ b h Total alarns: 9967
K5, Tirm Ce_Beamin Swiéh L M_ia = Total timee in alarmed state: 2314:50
FE_WFS MIDC L& sEacut _fm LI
: o
WEET_FFBnchol I_FR_P2 ! 00533 mﬂ
. MEET.EFEncn03 IPR.PA f g“ 5’-‘;1 INVALID: 0
= alm ERROR:0
3 CRELDINS_AT40288x ! 010725
2 _ _ LU ELH Alarm durations (hhzmmsss):
;? u_umﬂ_.mnmm 011813 Minimus 0000400 (less thas 1 sec)
MEET Bf Enchdid 'y _Pe_Pa 012418 Mizximumy 06:29:55
- aLiess Averpes 00:36:11
WEBT RF Smabsi v Pa,Pa 013510 Miost frequent: 00:00:00 (less than | sax)
= aLapar
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summary

» Tools won’t produce a good configuration, but help to improve it
— Most frequentalarms?
— Alarm ‘noise'?

- BEAST operational at SNS since Feb’09
— Started with previous ALH setup

+ ~300, no guidance, no related displays
* Now ~400, all with guidance, rel. displays, links to operational procedures

— Alarm Server stable through |IOC reboots,
online configuration changes, Oracle updates

» Alarm GUI is ‘best ever’ for SNS



