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« CEBAF 12 GeV Upgrade Project

e« JEC Standards and S

k..
oo

« CEBAF 12 GeV Project Compliance
« Safety PLC Selection and Test

* Hardware Design

» Software Design

* Other Considerations

« High Availability Architectures
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CEBAF 12GeV UEgrade

« |0 new RF Intertaces

PSS bazed on existing design

« New Arc Magnet String — Arc 10
(West Are) Neu Safety Sy &tama
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PSS based on existing design

__-"IUp grade magnets
iz I (T T and PORVEY

Juppiies

New facility — split in to two
buildings

PSS based on Safety PLCs
Same shielding/critical devices
as existing BSY/Endstation

) Add arc
design s 20 cryomodules
Added protection functions for L Add §
electron beam transport cryomodules
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JLab PSS

Functions Architecture

* Access Controls « Segmented

* Beam Containment  PLC Based

* Equipment Interlocks * Fully Redundant

e ESTOP — loo2 orloo3 Sensors
— 1002D Logic

* Kickers (Injector Only)
. , — 1002D or 1003 D Shutdown

* Alarms/Warning Devices

« Sweep/Controlled Access

* D = Diagnostic Coverage
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Objective for Safety Systems

Risk Assessment

odoerige Risk Acceptance
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IEC Standards

Process Management Standards Safety Svstem Standards
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Safeﬂ Integritz Levels

« Safety Integrity

— Probability that a system will perform a given satety
tunction over specitied time period.

— Safety availability

* Safety Integrity Level (SIL)
— Classitication system for satety functions
— Applies only to specific function
— Based on satety unavailability PFD,,, or Ap(t)

— Integer number between 1 and 4
» SIL1 = lowest. PFD,,, = 10" to 10
« SIL4 = highest. PFD,,, = 10*to 107

Note: for high demand mode ().p(t)) multiply by 10
— Performance Specification
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Critical Decision Points in SIL Design

« Systems Engineering Process/Project Management Process
« Hazard Identification and Risk Assessment Process
— Events
—  Consequences
— Exposure
— Likelihood
* Allocationot Satety Functions
— Demand Mode or Continuous Demand
— SIL
« Safety Timing
e Operational Considerations
— Machine Availability
— Certitication (Test) Interval
o TestCriteria
* Architecture/Redundancy
V&V
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IEC61511 Compliance

12GeV PSS
Project Status IEC 61511 Clause # - Subject
5 — Management of Functional Safety
6 — Safety Lifecycle
7 — Verification
8§ — Hazard and Risk Assessment
O — Allocation of Safety Functions
10 — SIS Requirements Specification
11 — SIS Design and Engineering
12 — Application Software
13 — Acceptance Testing
14 — SIS Installation and Comnussioning
15 — SIS Validation
16 — SIS Operation and Maintenance
17— Modification
18 — Decommussionng
19 — Information and Documentation

VIRV RN N 4 44 4 4 44

Fefer to lifecycle model andIEC61511 for specficrequirements
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61511 Clause 8 — Hazard and Risk Assessment

* Rigk assessment performed as part of Facility Safety
Assessment Documentation (SAD) process

* Identifies mmitiating events

* SAD process designed to produce necessary inputs to
PSS requirements
— Traceable link between SAD and PSS
— Identities credited controls vs. defense in depth

» Continuous process

* Developed new method of Software Risk Assessment
(ICALEPCS 20117?)
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Risk Assessment

Saftetv Assessment - Hazard Analvsis Table

Abbreviations: WBD - Whole Body Dose, EL — Extremely Low, L - Low, M-Medium. Unmitigated Mitigated
w E £ g | cc:credited £ &
D = _'; Event Potential Basis/ Result L ocati C = 5 Control ‘= E
E E Description Initiators Assumptions e T N o -é'1 E DD: Defense -E o
@ | = | 8| inDepth |&| 8
Mo warning

& | High power beam Worst-case :E::ﬁfrl& cC:

_ = (900kW) enters Magnet supply exposure to e PSS —

= E occupied area failure workers T Critical

o no | and strikes thick c Condition not i CEBAF Worker deaths Devices

7 E ontrol System ; radiation fields, !

1a = ‘" target (X == X} e sustainable for WBD >> 500 Tunnels and | No off-site M| M | access EL | M

E 5 | with authorized st > 0.1 second, (lethal Halls consequence Controls,

= = personnel MCC Operator after that beam ;Em E.“ha.n Sweep
E | presentin beam Error burn through and 5;::;;5 alt procedures,
& enclosure impossible to closaitiktancel Interlocks

transpaort
1 = + i .1 +* *
Safety Requirements Specification
Function Safety Function Required
D SIL
SF1 Prevent beam transport from exclusion to occupied areas 3
SF1.1 | The PSS shall prevent heam transport to occupied areas by use of designated critical
devices.
SF1.2 | For the purposes of verification. SF1 shall be considered a continuous demand safety
function.
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SIL Selection — Risk Graph

Risk Graph
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12 GeV CEBAF Safety Functions

Function Safetv Function Required
ID SIL

SF1 Prevent beamn transport from exclusion to occupied areas 3

SE2 Shut off interlocked devices when physical barriers between 2
persennel and hazards are unsecured.

SE3 Shut off interlocked devices upon activation of an ESTOP 2

SE4 Shut off interlocked devices in support of administrative access to 2
a secure beam enclosure.

SES Support search and secure operations prior to facility operations. 2

SFo Inhibit operation of radiation generating devices when a high 1
radiation dose rate associated with the device is detected in an
occupied area

SET Deter unauthorized entry to exclusion areas 1

SES Provide visual indications of unsecured safe, secure safe, and 1
unsafe radiological enclosure status.

SF9 Provide audible warnings of pending unsafe status of a beam 1
enclosure

SE10 Activate audible and visual alarms when the indicated oxvgen level 1

o ‘*TJ A

in monitored areas drops below 19.5% by volumne.
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Safeg PLC Evaluation
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61511 Clause 11 — SIS Design and Engineering

Design based on SIL 3 rated PLCs

Fully redundant

Incorporates human factors, operability, testing, . ..
Incorporates manual shutdown (ESTOP)

Highly Distributed

Extensive fault detection coverage

— Meets 61511 Fault Tolerance requirements

* Logic Solver 1oo2 - SIL 3 SFF > 90% FT of 1 (0

required)

=9

&
=

e Field devices _5#

S

—SIL 3 FT of 2 (1003)
—SIL2FT ot 1 (1002)
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TXEical SIL 3 Architecture

Sensor 1
Stopper 1
08,

Critical Device 1
stopper 1

Sensor2
Stopper 2 S

Critical Device 2

& stopper 2

Logic
Sensor 3 Ne— Solver 1
Arc <l BN Critical Device 3
Current ArcMagnets

) Sensor 4 Solver2
Detensge Diffuser Beam Shutdown
in Depth S Path 1
Auizors Ny Defense
Beam | i Depth
Current B
Monitor
Functional
Redundancy
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61511 Clause 12 — Application Software

« Liftecycle based
« Specbased onmoditied logic specification
* Methodsandtools based on NASA, DOD,IECI 2207 processes

e Limitedvariability languages

« Integrationtesting using test stand
Limited simulation capability

« SSG Engineers have manufacturer’s SW training
* Two programmer unplementation
« Functional redundancy where possible
« JECG61508 and other satety style rules

— Determimstic

— Nodynamic variables

— Norecursive loops

— No Subroutines (1nuser program )

— ... See IEC61508-3 and Leveson “System Satety and Computers™
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Other Considerations

* Cyber Security
— Obtained pre-production copy of NIST 800-53

 Edited into check list

— Working to NIST 199/200 security for federal computer
systems

« Newly developed software assurance program
— Rusk based graded approach
— Working towards CMMI implementation
— Modeled on NASA program and ISO/IEC 12207
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High Availabilitz Architectures

High degree of fault tolerance
On-line test and repair
I/O located near HW

Supervisory
5 Supervisory || 2002
Satety CPU
. . T
2 Q) {_‘}2 W/ N/ L N/ _ _
S S S T 2002
Satety Satety Satety Satety
L PLI CPU L PLI CPU
| | | |
W W
Sensor 1l - - Outputl Sensor 1l - - | Outputl
Sensor 2 Safety .| Output2 Sensor 2 Safety .| Output2
Sensgor 3 — /O = Output3 Sensgor 3 — /O ———= Output3
. . = Outputd
Voter - Voter
2003 { e 2003 FE
Q0o
2004
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Conclusion
« JLab 12 GeV PSS design based on IEC 61511 standard

— Addresses full litecycele of system

— Satety Functions assigned an S

— Design Veritied
* Major Requirements tied to Safety Assessments

» System Engineering process facilitates context for
incorporation of all aspects of system design

* Quantification of Saftety Functions supports exploration of
unconventional architectures
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